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1.2

Executive Summary

It has been over a decade since the Personal(Pavacy) Ordinance
(Cap. 486) (the Ordinanc€’) came into force on 20 December 1996.
In 2006, the Office of the Privacy Commissioner féersonal Data
(“*PCPD’) commenced a review of the Ordinance, taking iatcount
the following factors:-

(@) the sufficiency of protection and the proparébty of penal
sanction under the Ordinance;

(b)  the development of international privacy laws atandards since
the operation of the Ordinance;

(c) the regulatory experience of PCPD gained dveryears;

(d)  the technical problems encountered by PCPDhénapplication
of certain provisions of the Ordinance;

(e) the technological development in an electragje facilitating the
collection, holding and processing of personal datanassive
guantum at a low cost;

()  the development of biometric technology for tbentification of
an individual posing challenges to the maintenanole
individuals’ privacy; and

(g)  the vulnerability of individuals in becomingsk able to control

and determine the collection, use and securityiopérsonal data
stored and transmitted through electronic means.

In December 2007, the Privacy CommissionerPfersonal Data (he

Commissioner) provided the Constitutional and Mainland Affairs
Bureau (‘CMAB ") with a comprehensive package of over 50 proosal
to amend the Ordinance.
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1.6

1.7

On 28 August 2009, CMAB released the Consollabocument on
Review of the Ordinance and solicited public viewa various
legislative amendment proposals, many of whichinaigd from PCPD.
The public consultation ended on 30 November 2009.

In response to the consultation exercise, {G€0P° has prepared and
submitted to CMAB in November 2009 a paper entitf@&LCPD’s
Submissions to Consultation Document on RevieWweoPersonal Data
(Privacy) Ordinance” (“PCPD’s Submissions on the Consultation
Document) setting out PCPD’s points of view on various jposals.
The PCPD’s Submissions on the Consultation Docunies been
uploaded to PCPD’s website.

On 18 October 2010, CMAB released theeport on Public
Consultation on Review of the Personal Data (PrywaOrdinance”
(“the Consultation Report) setting out the views received and the
Administration’s proposed way forward on its vasgoyroposals,
including some new proposals to strengthen theeptioin of personal
data used for direct marketing purposes.

The Commissioner notes that the Administratnd@nds to pursue many
of PCPD’s proposals submitted earlier with a viewptoviding greater

protection to personal data privacy, and enhanttiegeffectiveness and
efficiency of PCPD’s operations.

However, the Commissioner is concerned frordingathe Consultation
Report that some of the key proposals to step apeption of personal
data privacy would not be pursued or taken forwdrgd the

Administration. The differences in view between Administration and
the PCPD are significant. The Commissioner ndias éxcept for the
proposals connected with the use of personal dataifect marketing
purposes, the Administration’s conclusions in then€ultation Report
are largely based on the public and stakeholdeesis/ collected more
than a year ago. The Commissioner considers fitett the Octopus

incident, public demand and support were overwhegnfior greater
personal data protection and strengthening of PE&Pfinctioning

1

Available at
http://www.pcpd.org.hk/english/review_ordinanc&$lPCPD_submission_ReviewPDPO_e.pdf
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1.8

1.9

1.10

powers. To meet the public’s rising expectationd & align Hong
Kong’s data protection regime with internationalarstards, the
Commissioner is of the view that the PCPD’s projmshaelved by the
Administration should be resurrected. At leasteythshould be
presented anew to the public for reconsideration.

To encourage different stakeholders and memidettse public to give

their views and opinions in this connection on ttewiew of the

Ordinance, the PCPD has embarked on a short beihsive public

engagement exercise, with the Commissioner anttaim meeting with
stakeholders and interested parties as far anduah ms practicable.
The opportunity was taken to explain, in particutae PCPD’s stance
on and the justifications for some major PCPD’sppals on which its
view and that of the Administration is significantifferent in whether

or not they are worthy of pursuing. The PCPD alteha total of 41
public forums and meetings with interested partasthis purpose in

the two-month consultation period.

This Submission sets out the PCPD’s responsesoime of the
amendment proposals in the Consultation Report. ny\Me the PCPD’s
views expressed in this Submission are reiteradimh reinforcement of
its views previously stated in the PCPD’'s Submissioon the
Consultation Document. Some public worries and coniseptions
made known to the PCPD were addressed. Furtheectidnjs to

PCPD’s proposals were commented on. Part II(A) eom proposals
that would be taken forward by the Administratiohile Parts 11(B) &

[I(C) concern PCPD'’s proposals that the Adminisbratvould not take
forward or pursue.

The PCPD has made an attempt to ascertaitevieé of public and
stakeholders’ sentiment and support to some ofPtG@D’s proposals
shelved by the Administration, namely, the (1) ¢b & a territory-wide
Do-not-call Register for person-to-person telemtnke calls, (2) to
afford a higher protection to “Sensitive Personatd), (3) to empower
the PCPD to Award Compensation to Aggrieved Dathjeus, (4) to
empower the PCPD to Impose Monetary Penalty on oBeri
Contravention of Data Protection Principles, anfltbimpose Direct
Regulation on Data Processors and Sub-contractiotivides. A



guestionnaire was sent to the parties and indilsdwdno had made
submissions to the Administration in the previoossultation exercise
or had approached the PCPD and expressed theierr@nduring the
recent consultation. An on-line survey was alsm¢dned from 8 to 28
December 2010 for the public to respond. Support PCPD’s

proposals are identified, as explained in Parf ths Submission under

various specific proposals. Detailed findings loé tsurveys are also
analyzed in Part Il herein.

Office of the Privacy Commissioner for Personal®at
31 December 2010



Il. PCPD’s Response to the Consultation Report

(A) Proposal to be Taken Forward by the Administrdion

Direct Marketing and Related Matters

Proposal 1 : Collection and Use of Personal data iDirect Marketing

2.1 In light of the widespread concerns in the camiy about the
transfer of customers’ personal data by some orgéions for direct
marketing purposes, the Administration has fornaglahis proposal to
enhance the protection of personal data privacgliiact marketing
activities.

Additional requirements and new offence

2.2 The PCPD supports the Administration’s proposal introduce
additional specific requirements on data users witend to use
(including transfer of) personal data for directrketing purposes as
outlined in paragraph 3.2.32 of the Consultatiopd®e

2.3 The PCPD also supports that non-complianceetforesaid specific
requirements will be made subject to the issuaria@ndEnforcement
Notice; and that a new offence will be introduced ion-compliance
(as stated in paragraph 3.2.35 of the Consultaiaport). The
Enforcement Notice issued by the PCPD is essentidirecting data
users to take remedial steps. On the other haednposition of an
offence will generate a direct deterrent effecaatata user.

More specific words needed in formulating the offems

2.4 With regard to the offence as set out in payalyr3.2.35 of the
Consultation Report, it will be difficult to provéf it is made an
element of the offence) that the presentation of tRersonal
Information Collection Statement setting out theemded direct
marketing activities, the classes of persons torwlioe data may be



transferred and the kinds of data to be transferied not
“understandable and reasonably readable by the géneublic”.
More specific words should be used to ensure tr@geution on the
proposed offence could be brought with certainty.

Penalty level

2.5 While a higher penalty level will achieve thecassary deterrent effect
for the proposed new offence, the PCPD recognlzaspenalty levels
should be commensurate with the adverse consequenaebreach,
the harm caused to an individual, the relative inrgoece of the rights
to be protected and the seriousness of the offasceompared with
other crimes.

2.6 The PCPD welcomes the Administration’s proposetiease of the
penalty level for contravention of section 34(1{jijlp)of the Ordinance
to the level as proposed in paragraph 3.2.18 oCiresultation Report
(i.e. maximum fine at $500,000 and imprisonment 3oyears). The
PCPD also agrees that the maximum penalty for avefition of the
new offence under this proposal be fixed at theeskawel.

2.7 In response to comments that the raised penaty be too high, it
should be noted that this merely represents themmam penalty level.
The Court will determine the appropriate penaléesording to the
circumstances of individual cases.

Transitional period and Grandfathering

2.8 It is unclear in the Consultation Report aglijowhether a transitional
arrangement will be introduced, and (2) whethemadagers will be
required to comply with the new requirements widgard to the
personal data collected before the commencementthef new
provision.

2.9 From personal data privacy protection perspectithe PCPD
advocates that data users should be required tglgowmith the
additional specific requirements with regard to thersonal data
collected before the commencement of the additiopavision.



Having regard to the likely problems that data siseifl have to cope
in complying with the new requirements, the PCPkesathe view that
a transitional arrangement is appropriate and gefit time should be
allowed for data users to comply with the new regments.

Proposals not taken forward

2.10

(@)

2.11

2.12

It is noted that the new requirements propdsethe Administration
only apply in situations where data users haveindthpersonal data
directly from the data subjects but not where peabsodata are
obtained from other sources. The PCPD urges theidigiration to
re-consider the following proposals to strengthée tegulatory
regime on the use of personal data for direct nisrgxgurpose.

“Subscribed” or “Opt-in” approach

Paragraph 3.2.19 of the Consultation Repatestthat proposal (b)
(the “subscribe” or “opt-in” proposal) will add kden to the
operations of enterprises carrying out direct mimgeactivities, and
proposal (c) (setting up a territorial-wide Do-mat} register to
regulate person-to-person telemarketing calls ireadi marketing
activities) goes beyond the protection of persaladh privacy.

In the experience of the PCPD, many of the ptaimts received
concerns the use of personal data in person-t@pdaelemarketing
calls that cause nuisance to the complainants. Cbesultation
Report relied on the opinion surveys conductedHhey @ffice of the
Telecommunications Authority QFTA”) in 2008 and 2009 to say
that around half of these calls did not involve tise of the recipients’
personal data. It is to be noted that in the publxnion survey
conducted by OFTA, 55% of the respondents repdttatimore than
40% of the person-to-person telemarketing calleived by them
involved the use of personal data Also, a similar result was
obtained by OFTA's industry survey which showedt #%% of such
calls involved the use of the recipients’ persatiale. Although it
can be said that around half of such person-togpetslemarketing

2 paragraph 10 in LC Paper No.CB(1)240/09-10(04).
3 Paragraph 10 in LC Paper No.CB(1)240/09-10(04).
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2.13

2.14

2.15

2.16

calls do not involve the use of personal data, figares may be
interpreted the other way round to suggest thatifieeof personal data
in these activities is prevalent. Furthermore, thaveys were
conducted in 2008 and 2009. After thetopusincident, public must
have greater aspirations for privacy and less @olez for unsolicited
marketing calls.

Besides, there are clear voices expressekirtdnsultation exercise
that the activities involving the collection andeusf personal data for
direct marketing purposes should be more tightyutated. Measures
should therefore be introduced to regulate theggites now. While
the Administration has made a new proposal to gthem the
regulation on the collection and use of personaia dia direct
marketing activities, an “opt-out” approach is amap in that the
customers are invited, at the time when they pmitkir personal
data to organizations, to “opt-out” from direct keting approaches.

To protect the consumers’ right of self-defeation on the use of
their personal data, PCPD’s position is that art-fopregime should
be adopted in the long run requiring direct maniset® seek their
explicit consent for the use of personal data foead marketing
purpose. This is consistent with the overwhelmmgolic views
expressed in consequence of @eopusncident.

Insofar as overseas experiences are concdiretppt-in” approach
has been adopted in the regulatory regimes of dimesketing with
respect to fax, emails and automatic devices inlhiged Kingdom,
Canada, the United States and France. Germanyegeesurther by
subjecting telemarketing across-the-board (that iscluding
person-to-person telemarketing calls) to opt-inseort. The German
Parliament also approved in 2009 penalties up GGE® for failure to
obtain such consent prior to contacting consurhers.

The PCPD is aware of the concerns of direcketars including the
direct and immediate effect that an opt-in reginmuld cause on the

4

Details can be found in a paper submitted by th@[P@ the Legislative Council on Overseas

Regulatory Regime on Direct Marketing (available at

http://www.legco.gov.hk/yr10-11/english/panels/egprs/cal220cb2-582-4-e.pdf



(b)

2.17

2.18

employment of telemarketers. Hence PCPD is amenabid
receptive to pragmatic interim arrangements in mgub an “opt-in”
regime.

Setting up a territorial-wide “Do-not-call” regster for
person-to-person telemarketing calls

Given that it would take time for the direcanketers to shift to an
“opt-in” regime and that unsolicited telemarketioglls are the most
annoying nuisance to many consumers, the setting ofipa
territorial-wide  “Do-not-call” register on  person-person
telemarketing calls is an ideal transitional aremgnt that provides a
win-win to both direct marketers and consumers.

Under this proposal, consumers may “opt-out’régistering their
personal data (i.e. names and telephone numbersa icentral
“Do-not-call” register operated by the Governmentelemarketers
making calls to selected consumers would need ¢alckhis register
beforehand and it would be an offence for them &kenunsolicited
calls to registered consumers against their optwigh. This
proposal has the following benefits:-

e« Recognizes that the existing arrangement for coessirto opt
out of direct marketing approaches under sectionoB4he
Ordinance is deficient in that:-
> they can only opt out after the approach has besem
> they have to exercise the option against each aey elirect

marketing company as the approach is made; and
> they have to rely on the direct marketers to hontheir
unsubscribe requests

e Provides an option for consumers to opt out ofualivanted
telemarketing calls at the outset;

o« Enhances the cost-effectiveness of telemarketingatyiding
approaches to consumers who would in any everttréje call$;

According to a consumer survey commissioned by ORTActober 2008, only 21% of the

respondents said that callers would honour theuests.

According to the same survey by OFTA, 43% of comsu respondents, when receiving

person-to-person telemarketing calls, would indidat the caller at the very beginning that they
were not interested.



2.19

2.20

2.21

2.22

and

e Upgrades the image of the telemarketing industiy iamproves
the morale of the telemarketers by eliminating scétlat would
definitely be regarded as nuisance.

This PCPD’s proposal stems from the PCPD’seegpces gained
from handling complaints which involve both coldllsa(without
involving personal data) and targeted calls (inir@ypersonal data).

It is to be noted that a central do-not-cadjister has already been set
up in the United Kingdom, Australia, Canada, NevalZad, France
and the United States to prohibit unsolicited telétating calls
(including person-to-person marketing calls) tonhede to a number
duly registered with the registér.

However, the PCPD recognizes that under treolibited Electronic
Messages Ordinance UEMO”), OFTA is already operating a
“Do-not-call” register prohibiting the sending of ormmercial
electronic messages to any telephone or fax numdggstered unless
consent has been given by the registered useeattavant telephone
or fax number. The PCPD proposes therefore that AGFT
“Do-not-call” register should be expanded to in@yskrson-to-person
telemarketing calls. Public support for this preglowvas found in the
two recent surveys conducted by the PCPD: see iaqiag 12.2-12.4,
12.11-12.13, 12.17-12.18, and 12.21.

The operation of “Do-not-call” register mainlyepends on the
registration of telephone numbers. A telephone bemby itself
(without one’s name or other information) is notgmmal data as such
because it is not possible to ascertain from tlepk®ne number alone
an individual’s identity. The PCPD recognizes tthag issue cannot be
resolved merely by regulating the use of persorath dn direct
marketing under the Ordinance. It therefore utgesAdministration
to take up the matter with the OFTA without delajth a request to
include person-to-person telemarketing calls in iexisting

7

Details can be found in a paper submitted by th@[P@ the Legislative Council on Overseas

Regulatory Regime on Direct Marketing (available at
(http://www.legco.gov.hk/yr10-11/english/panels/@prs/cal220cb2-596-1-e.9df
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“Do-not-call” register.

(© Conferring on individuals a right to be inforngk of the source of
personal data by direct marketers

2.23  In PCPD'’s original proposal, the Administratiwas urged to impose
an obligation on a direct marketer to disclose Hueirce of the
personal data upon the data subject’s redlest.

2.24  The Australian Law Reform Commission made anilar
recommendation in its Report 108 — For Your Infaoiora Australian
Privacy Law and Practice ALRC Privacy Report”). The Australian
Law Reform Commission’s view is extracted below:-

“Such a requirement would be useful particularly esda an

individual's personal information has been discldsby an

organization to another organization and it hasrtheeen used to
carry out unsolicited direct marketing. In such ituation, the

individual could follow a ‘chain’ of disclosure the source and,
if he or she wished, could then take action to hiaseor her

name removed from the list. This would facilitatelividuals

being able to assert substantive, as distinct fraprely formal,

privacy rights with respect to direct marketing.”

2.25 In this regard, the Australian Government hascepted the
recommendation that individuals should have thehtritp be so
informed by the organization if they have not hadcastomer
relationship with the organizatidfi.

8 page 155, Issue 2, Annex to the PCPD’s Informaff@per on Review of the Personal Data

(Privacy) Ordinance and p.60-61 of PCPD’s Submissio Consultation Document on Review of
the Personal Data (Privacy) Ordinance (available at
http://www.pcpd.org.hk/english/review_ordinanc&$§lOdnreview_Information_Paper_e.pdind
http://www.pcpd.org.hk/english/review_ordinanc&$lPCPD_submission_ReviewPDPO _e).pdf
See paragraph 26.136 of the ALRC Privacy Report vail@ble at
http://www.alrc.gov.au/publications/26.%20Directob2érketing/content-%E2%80%98direct-mar
keting%E2%80%99-princip)e

Recommendation 26-6 Australian Government Firsig&tResponse to ALRC Privacy Report
(available ahttp://www.dpmc.gov.au/privacy/alrc_docs/stagel gost response.ppf

10
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2.26

2.27

2.28

2.29

Furthermore, the PCPD has handled many comtplaglating to direct
marketing whereby the complainants experiencedicdlffes in
tracing the source of their personal data fromdihbect marketers so as
to enable them to stop future direct marketing appines.

To implement the Administration’s new propssah direct marketing
and Proposal 2 (Unauthorized Sale of Personal bataata User), it
is even more pertinent to require a direct markébedisclose the
source of their personal data when so requested thgta subject. It
will facilitate the data subject to trace the cuillga parties who
improperly disclose or sell his personal data agjairthe
originally-stated purpose of data collection andbtige complaints on
suspected commission of these new offences by dlevant data
users.

It has been argued that data users will haeatgdifficulties in
complying with such requirements because the ssumay be
untraceable and it may add operation cost to direcketers. This is
not a valid or proper justification in refusing tonfer such a
fundamental right to individuals. Data users atgeeted to treat the
collection, use and transfer of personal data gslyo Only if they
fail to do so will source of data be untraceablH. for historical
reasons the PCPD’s proposal cannot be implementétkishort run,
the PCPD accepts imposing a transitional period.

With this proposal, data users will be obligedeep proper record of
how they acquire the personal data in questiomwilltalso promote
and encourage data users to engage in practidefiliigacomply with
the requirements of the Ordinance.

Proposal 2 : Unauthorized Sale of Personal Data Hyata User

2.30

The Consultation Report proposes to requidata user to comply
with the requirements in paragraph 3.3.5 if itassell personal data
(whether collected from the data subject direcyytlhe data user or
obtained from another source) to another partyafanonetary or in
kind gain.

12



The word “sell” should be given a wider meaning

2.31

2.32

It should be noted that very often a data waénot state explicitly in
its contractual arrangement with a third party thia data user is
going to“sell” the personal data. Instead, it might use otheiceh
of words in order to get round the concept of sal¢.is therefore
pertinent that the meaning of the wdsell” in the proposal should be
given a wide definition to cover the situations wehdata user has not
parted with possession of the customers’ persoatd thut merely
“shared” the personal data with its business partners wenefbr
monetary or in kind gain. In many situations iniog direct
marketing, data users often engage in certain acto@l relationships
with their business partners (such as insurancepaaies) and allow
them to approach their customers as “agents”. {Blemarketers,
who are the employees of the business partners,b@ilgiven the
relevant personal data for the purpose of direaketang of the goods
and services of the business partners themselvelm the
circumstances, copies of the personal data haveadr been
transferred in a duplicate form even though thea degers may still
keep their customers’ personal data.

In addition, the Administration should be niuicdbf some contractual
arrangements the descriptions of which are couahedch terms that
the return for monetary or in kind gain (often nanas “commission”
or “bonus”) is predicated upon successful engagémen the

customers to subscribe for the services or purchihseproducts
marketed by the business partners. Moreover, inrasseselling

situation, some organizations’ cooperation may Ivedhe sharing of
personal data of customers. Whether the outcomihexfe types of
operation would be regarded &s kind gain” should be clearly
specified in the law.

More specific words needed in formulating the offem

2.33

With regard to the requirements as set optainagraph 3.3.5(b) of the
Consultation Report, it will be difficult to provéf it is made an
element of the offence) that the presentation efnibtice to inform the

13



data subject about the sale (on the kinds of paisiata to be sold and
to whom the personal data will be sold) is fumiderstandable and
reasonably readable by the general publidVlore specific words
should be used to ensure that prosecution of tbheosed offence
could be brought with certainty.

“Opt-in model” should be adopted

2.34

With respect to paragraphs 3.3.5(c) of thesGlation Report, the
Administration invites submissions on whether tm@dan “opt-in
model” or “opt-out model”. The PCPD supports thguieement for
data user to obtain data subject’s explicit andint@ry consent if the
personal data are to be “sold” to another partyaganonetary or in
kind gain. An “opt-in model” is considered more eggiate in that
the data subject’s preference is made known efiglieind without
doubt.

New offence

2.35

The PCPD supports the proposal to regulatetlyighe “sale” of

personal data by data users for direct marketinpgae. The recent
Octopus incident may only be the tip of the iceberg of itm

malpractices in related industries. The public leapressed clear
voices that personal data should not be “sold”t(ansferred) for a
monetary or in kind gain in the absence of the eramotice to the
customer and/or without his explicit consent. Ferthore, the
proposal is consistent with the Administration’agach to single out
a particular act or conduct that is serious in r@t@nd make it an
offence.

Proposal 3: Disclosure of Personal Data Obtained wiout the Data User’s

Consent for Profits or Malicious Purposes

Scope of the offence

2.36

It is recommended in the Consultation Regt this proposal, which
is modeled on section 55 of théK Data Protection Actshould be

14



implemented. The new offence is much narrower eapsdhan section
55 of theUK Data Protection Act 1998vhich provides that it is an
offence for any person who:

(@ Knowingly or recklessly, without the consent tife data
controller, obtainsor discloses personal data or procures such
disclosure, unless any of the defences are appdicab

(b)  Sells or offers to sell the personal data daiokd.
The PCPD takes the view that the proposed confinemiethe new

offence only td‘'disclosure of personal data so obtained for (ippts
or (i) malicious purposesWill limit the scope of protection.

Malicious purpose

2.37

2.38

2.39

As revealed from paragraph 3.4.14 of the Caitsan Report, the
public is concerned about the meaningroalicious purposes’ Also,
most of the respondents to the consultation agraethose defences
provided under theUK Data Protection Actshould be taken as
references (paragraph 3.4.15 of the ConsultatiqggoRe

With regard to the meaning ofmalicious purposes; the
Administration suggested (in paragraph 3.4.14 & @onsultation
Report) to define it aswith a view to gain for oneself or another, or
with an intent to cause loss, which includes injioy feelings, to
another” by referring to section 161 of the Crimes OrdirariCap.
200) concerning the offence tdccess to computer with criminal or
dishonest intent”.

Under section 161(1)(a) to (d) of the Crimedi@ance, a person who
obtains access to a computé) with an intent to commit an offence;
(b) with a dishonest intent to deceive; (c) withiew to dishonest gain
for himself or another; or (d) with a dishonestant to cause loss to
another...”commits an offence. The meaning“giin” and“loss”
under section 161(2) of the Crimes Ordinance istrard to cover not
only gain or loss in money or other property, bigbaextends to any
such gain or loss whether temporary or permanent.

15



2.40  The legislative history of section 161 of Gemes Ordinance and its
scope is thoroughly discussed in the c&d€SAR v. Tsun Shui-lun
[1999] 2 HKC 547. InHKSAR v. Tsun Shui-lunwhether the
defendant genuinely believed he was morally juesdifin doing what
he did is held irrelevant under section 161(1)(¢€)tlhke Crimes
Ordinance. However, this may not be easily recedcilvith the
general and accepted opinion to introduce the defeminder section
55 of theUK Data Protection Actvhich are to a large extent premised
on the defendant’s motives (e.g. the person actedtHe special
purposes, with a view to the publication by anysper of any
journalistic, literal or artistic material and ihet reasonable belief that
such act was justified as being in the public ietéx.

2.41  Consideration should be given to avoid anyomscstency of the
definition of the element of the offence with tharious defences
under section 55 of thdK Data Protection Act

Criminal sanction and civil remedy in tandem

2.42 In paragraph 3.4.17 of the Consultation Repbe Administration
considered that imposing criminal sanctions woulé Inore
appropriate than to deal with the relevant situeiby civil remedies.
To enhance personal data protection, the PCPD denssithat both
criminal sanction and civil remedies should be pited for. They
are not mutually exclusive or complete replacemémtne another.
In cases involving infringement of one’s privacghi, a data subject
may find civil remedy such as injunction relief raoappropriate,
particularly as the damages under section 66 ofQGlsinance may
sometimes be nominal and therefore inadequate toedg the
aggrieved data subject’s sufferings.

243  The PCPD suggests that the right to claiml ¢emedy, such as
injunction order, should be clearly and explicitpelt out in the
Ordinance. It is to be noted that there is spegfmvision under the
relevant discrimination legislations (e.g. sect®f(1) of the Family
Status Discrimination Ordinance, Cap.527) in Horané(to confer an
aggrieved person with the right to bring civil peedings in the like

16



manner as any other claim in tort in the Districiu@ and all such
remedies shall be obtainable in such proceedingswasld be
obtainable in the Court of First Instance. It iscaéxplicitly provided
that the District Court shall have jurisdictiongmvide any remedy or
injunction. Furthermore, reference can be drawsdctions 55A and
98 of theAustralian Privacy Act 1988vhereby a complainant or the
Australian Privacy Commissioner is entitled to eoé the
Commissioner’s determination on the complaint dvel divil remedy
available also includes an order for injunction.
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Data Security

Proposal 5 : Requlation of Data Processors and Sudmntracting Activities

Indirect regulation is insufficient

3.1 It is the original proposal of the PCPD to pritata processors and
sub-contractors into the regulatory regime undee frdinance
because the current definition of “data user” egpe excludes them
by virtue of section 2(12). In order to deal wittetexisting loophole,
the PCPD proposed a two-limb regulatory model:-

(a) that data processors and sub-contractors shiea&lvedirect
regulation under the Ordinance; and

(b)  that data users should be required toassdractual or other
means to secure their data processors and sub-coattors
to comply with the relevant obligations under the Ordinance.

3.2 The proposal direct regulation by imposing separate obligations on
data processors and sub-contractors to comply éta Protection
Principles (DPP’) 2(2) (retention), 3 (use) and 4 (security) is to
require them to:-

(&) ensure that personal data will be used onlytHepurpose for
which such data werso entrusted or for directly related
purpose;

(b) take allreasonably practicablesteps to ensure the security and
safeguarding of the personal data under their dysend

(c) take reasonably practicable steps to eraseomarsdata no
longer required for fulfilment of the purpose farhich the

personal data were so entrusted.

3.3 The PCPD is concerned that the proposal foa gabcessors and
sub-contractors to be put und#irect regulation of the Ordinance is
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not accepted by the Administration. In particuthe PCPD does not
consider it sufficient protection by simply relyimgn data users to
regulate their data processors or sub-contractprsay of contractual
means. The implication for indirect regulation &t they will only

suffer loss of businesses or face civil liabilittaims from the data
users in case of non-compliance with the contrdctneans. The
PCPD will not be able to regulate them directlyy to investigate

directly into the matter. Also, data subjects cdnhong a claim

against them directly, in addition to the claim iagathe data users.

Overseas data protection laws

3.4

The regulatory regime of direct regulation @adprocessors has been

promulgated in overseas data privacy protectiors |ltaw many years.

For instance, the United Kingdom followed tliropean Union
Directive 95/46/ECand theUK Data Protection Act 1998pecifically

provides for the definition of'data processor” which essentially

means any person who processes the data on behdlfe odata

controller. Insofar as personal data are entrusieithe processor for

processing, it shall assume the role of data cthatro

Misconception

3.5

3.6

The Information TechnologyI{F”) sector has expressed concerns on

the proposal of direct regulation. It should beedothat this proposal

is not targeting data processors in the IT sectcifically. It
includes outsourcing or sub-contracting agents aipegy in other

sectors.

With regard to the concern expressed in thes@tation Report that
data processors do not have any knowledge of theenar the use of

the data and the procedures involved in data psougsare

complicated, it is to be noted that the proposaisdwot require them to
ascertain the original purpose/retention requiregsdar which the
data were collected by the users of the servicdfiey are only
required to act properly with respect to the puep@tention
requirement for which the dateere entrustedto the data processors
or sub-contractors. These requirements must hage keown before
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any services can be offered by data processorsshodld not be
overly onerous. Similarly, the security requiremiiey have to meet
needs only to be commensurate with the types ofcger they offer.

Other concern

3.7

Another concern expressed is that direct réigumlaf data processors
may encourage data users to get around the propegedthtion by

entrusting the work to overseas contractors. dukhbe noted that
PCPD’s proposal on the direct regulation of datacessors will not
lessen the responsibility of data user. Currentlsta users are
already made liable for the act or conduct of tlagjents by virtue of
section 65 of the Ordinance. There is, therefooeingentive for data
users to specially outsource the work to overseasractors. On the
contrary, they may find it more difficult to contrer to monitor

compliance of overseas contractors. Further, thay even prefer to
entrust their work to local data processors as prmposed direct
regulation will impose upon the data processorsgall obligation to
maintain high standards of data protection, thukicang the risk of
insufficient protection which data users will haweebear as principals.

PCPD’s view

3.8

Instead of giving up the whole idea of imposthgect regulation on
data processors or sub-contractors as indicatatidoyAdministration,
the PCPD proposes that, based on PCPD’s past empes, the
following types of data processors or sub-contmactshould be
brought under direct regulation as a start:-

(a) Agents that are entrusted with personal datgrbomess on
behalf of the data users, for instance, an IT embtdr being
engaged by a data user to develop and maintaieragsthat
handle personal data on its behalf. The IT cortratttat was
entrusted with sensitive information concerning toenplaints
against police officers in the IPCC case who subsety
leaked the personal data on the Internet is aingsaint™

11

The published report on IPCC case is available at
http://www.pcpd.org.hk/english/publications/fild3CC _e.pdf
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(b)  Agents that are engaged destroy personal data. As was
observed in a case handled by the PCPD, bank £liestords
that were supposed to have been properly dispdsedded up
as wrapping papers used by florists in markets. otAer real
example is found in a case where it was reportetthennews
that the contractor of a law enforcement agency i
properly shred confidential waste papers entrustedhem.
Consequentially, the waste papers containing se@siitness
statements were sold as recycled paper.

(c) Agents that are engaged for the physitahsmission or
delivery of personal data, e.g. couriers. The risk involigethe
loss of packages containing personal data.

3.9 During the consultation period, the PCPD apgned the IT sector
and explained the proposal to them in details. aAssult, the PCPD
notes that there are still reservations and olgestifrom the IT
industry but the IT professionals generally agréta whe proposat?

3.10 Direct regulation on data processors and autswy activities is
important as the data processors play an increlggmmgdominant role
in processing personal information in this IT agédnmediate steps to
place them under direct regulation are requiretkats of shelving the
proposal of direct regulation as a whole.

Proposal 6 : Personal Data Security Breach Notifidson

3.11  The PCPD notes with disappointment that theiAgstration decided
not to proceed with the proposal despite the pisbligeneral
agreement to the introduction of a personal daturgg breach
notification system (paragraph 3.7.20 ConsultaReport).

12 Their views were gathered from the second sunaydected by the PCPD which details are

further explained in Part 11l of this paper.
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Overseas data protection laws

3.12 Data security breach notification is nothingwn in overseas
jurisdictions.  Apart from voluntary breach notdtoon that is usually
governed by guidelines in jurisdictions such as tfalis. and New
Zealand, mandatory breach notification has alrdaegbn promulgated
in other overseas privacy jurisdictions. In theteh States, over 30
States have incorporated in their state laws a tubptify individuals
of leakage of personal information. Canada hasadly introduced
mandatory privacy breach notification by Bdl 29 — Safeguarding
Canadian’s Personal Information Act Also, there is a
recommendation in the Australian Law Reform ComiorssReport
published in August 2008 (recommendation 5%-1p amend the
Australian Privacy Acto introduce mandatory data breach notification.
Introducing mandatory data breach notificatiorhes world trend.

Onerous burden?

3.13 In paragraphs 3.7.21 and 3.7.23 of the Caatsuit Report, it is
mentioned that privacy breach notification is nat ynature and
imposing the requirement may cause onerous burdedata users.
However, the figures of data breach notificatioeseived by the
PCPD in recent years suggest otherwise. From 1 2908 to 15
December 2010, the PCPD received 80 notificationsnfboth the
private and public sectors. Recently, the PCPDedshe‘Guidance
on Data Breach Handling and the Giving of BreacHifi@ation”. A
template is provided for data users to use in giviatifications. With
the Guidance Note in place specifying the detailsd provided in the
notification, the PCPD does not find introductiof mandatory
privacy breach notification premature, as suggeisi¢ke Consultation
Report.

3.14 In order to be effective, the notification tgys has to be made
mandatory. It is noted that there is solid supgag shown in the
Consultation Report) to making the notification aandatory
requirement. For the avoidance of doubt, the PG&®not proposed

13 Available athttp://www.austlii.edu.au/au/other/alrc/publicatitmeports/108/51.htmli#Heading386
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that each and every breach has to be notifiedreitirates the views
in paragraphs 3.26 to 3.28 of the PCPD’s Submission the
Consultation Document that the mandatory notif@atrequirement
can be introduced by stages to ensure a graduakegsofor the
implementation with reference to the factors sushttee amount of
data being held by the data users, the sensitofitthe data and the
risk of harm that may be inflicted as a result gkeaurity breach.
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Statutory Powers and Functions of the Privacy Comnsisioner for Personal

Data

Proposal 11 : Additional Grounds for Refusing to Irvestigate

4.1

4.2

4.3

In its original proposal, the PCPD proposed iritroduce three
additional grounds of refusal to carry out investign as stated in
paragraph 3.12.3 of the Consultation Report. Ihased that only
ground (a)'where the primary cause of the complaint is ndated to
personal data privacy'is accepted by the Administration and will be
included in section 39(2) of the Ordinance.

With regard to ground (b), i.where the complaint relates to any
action which the complainant has a remedy in caurtribunal or
which is currently or soon to be under investigatiby another
regulatory body; PCPD considers it will ensure that the limited
resources under its disposal are not wasted thralugtication of
effort. As pointed out in the PCPD’s Informatiorapgr, similar
provision can be found in section 10(1)(e)(ii) &fetOmbudsman
Ordinance (Cap. 397) to allow the Ombudsman noundertake
investigation if the complaint relates to any actio respect of which
the complainant has or had a remedy in a cour any tribunal by or
under any Ordinancé It is difficult to reconcile such disparity of
treatment between the two statutory bodies thaveseed with similar
complaint handling functions and no justificatiocancbe found in the
Consultation Report.

With regard to ground (c), i.ewhere personal data in question have
been or will likely be or intended to be used ay atage in any legal
proceedings or inquiry; the PCPD reiterates that such additional
ground is necessary (the grounds are elaboratpdragraph 7.18 of
the PCPD’s Submissions on the Consultation Documenthe
classic example to illustrate the justification tbis additional ground

is where the complainant is engaging in fishingeskfion to obtain
documents and data (through the lodging of a dat®ss request)

14

Paragraph 12.3 on page 29 of the PCPD’s InfoondRiaper.
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4.4

which he would otherwise only be entitled to unddéiscovery
procedures taken in legal proceedings.

This proposal was made following the decisionWu Kit Ping v.
Administrative Appeals BoardHCAL60/2007°. While the PCPD
may seek to refuse to investigate this sort of £dse relying on
section 39(2)(d) thatany or further investigation is for any other
reason unnecessaryan express provision of this additional ground (c
under section 39(2) of the Ordinance will help aveinnecessary
arguments and appeals to the Administrative AppBatad (‘AAB”).

It should be noted that it is time-consuming argbueces-draining to
handle appeals lodged with the AAB.

Proposal 17 : Power to Obtain Information to Verify a Data User Return

4.5

4.6

It is noted that the proposal will only contgron the Commissioner
the power to obtain information from any persomider to verify the
information in a data user return. In PCPD’s avigiproposaf, it is
also proposed that the Commissioner be conferrdil tve power to
specify, from time to time and by notice in the &, the “prescribed
information” to be reported in a data user returihile this proposal
was not taken up by the Administration at the tmheonducting the
public consultation last year, it is timely to re®et the proposal in the
light of the recentOctopusincident which indicated there is high
public expectation for greater transparency in liagdpersonal data
by enterprises.

The Octopus incident shows the general problem of data user
providing personal data collection statements tstamuers in small
prints and giving non-specific description of tHasses of transferees
of personal data. Under the data user return sysata users will

be required to file returns containing the presailnformation and

15

The Court stated that the purpose of the Ordimamaot to supplement rights of discovery in legal

proceedings, nor to add any wider action for discgvor the purpose of discovering the identity
of a wrongdoer under the principles establishedNarwich Pharmacal v_Commissioners of
Customs and Exci§@974] AC 33.

16

See proposal 44 page 126 of Annex to the PCRIIgsrhation Paper.
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4.7

the general public will be allowed to inspect théormation free of

charge. A data subject may inspect the particdansained in a data
user return before deciding whether or not to mtehis/her personal
data to the data user. It is clear from @&opusincident that there
is a high public expectation for more details todrevided by data
users in using personal data for direct marketingpgses including

the relevant types of personal data transferrethise purposes.

With the proposed power, the Commissioner mapaed the

prescribed information to be reported by noticeha Gazette from

time to time by taking into account the changingdseand aspirations
of the stakeholders. This is consistent with theroand transparent
principle to keep the public informed of the cotlen and handling of

their personal data by data users through thewtsareturn system.
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Offences and Sanctions

Proposal 18 : Repeated Contravention of a Data Prettion Principle on

Same Facts

5.1

5.2

In paragraph 3.19.12 of the Consultation Repiog proposed that the
penalty for this new offence should be the sametlet for

non-compliance of an enforcement notice, i.e. @& fat Level 5
($50,000) and imprisonment for two years.

The PCPD takes the view that a higher penatsell should be
imposed taking into account the more culpable eatir repeated
contraventions when compared with non-compliance an
enforcement notice. A data user who has repeatsuityravened a
DPP on the same facts, even though an enforcenmiterhas not
been issued, should be imposed with a higher peradtording to the
ranking table found in paragraph 5.22 (page 35)thef PCPD’s
Submissions on the Consultation Document, this néence has a
higher ranking than the non-compliance of an emorent notice.
For data users who are large organizations with l@nfipancial
resources, imposing a heavier fine is considerechose effective
penalty than custodial sentence.

Proposal 19 : Repeated Non-compliance with Enforceemt Notice

5.3

5.4

In paragraph 3.20.12 of the Consultation Repbiis proposed that
committing this new offence will attract a fine lagvel 6 ($100,000)
with two years imprisonment and in case of a camig offence, a
daily fine of $2,000.

The PCPD takes the view that a higher pendlbulsl be imposed
taking into account the more culpable nature othsaffence when
compared with first-time non-compliance of an eoénent notice
and the new offence of Repeated Contravention Data Protection
Principle on Same Facts under Proposal 18 abovecoréing to the
ranking table found in paragraph 5.22 (page 35)thef PCPD’s
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Overall

5.5

5.6

Submissions on the Consultation Document, a higlrgking is given
for this new offence.

review of penalty level and director’s ligdiby

Furthermore, the overall penalty level of tleiaus offences under
the Ordinance should be reviewed to achieve greftarrent effect
for the protection of personal data privacy rights.

Currently, a director or other officer of aanizational data user may
be prosecuted and made guilty of the offence utiteiOrdinance by
virtue of section 101E of the Criminal Procedurei@ance (Cap. 221)
where it is proved that the offence was committéith whe consent or
connivance of a director or other officer concerimethe management
of the company. However, that is not expresslyltspat in the
Ordinance. Even though it does not alter the pwsitinder the current
law, a new subsection to be inserted under seédoof the Ordinance
to spell out clearly such provision will explairettaw in much clearer
terms and thus help promote compliance with theirements under
the Ordinance by directors of organizational daters.
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Rights and Obligations of Data Users

Proposal 23 : Response to Data Access Reqguests intiNg and Within 40

Days

6.1

6.2

The PCPD is not convinced of the justificatigiven in the
Consultation Report to grant exclusive exemptiorthte Police for
responding to data access request in respect wiinali conviction
record. Any exemption for a particular data userdomplying with
the proposed requirement should not be grantedtlyfighrhe
justification mentioned in paragraph 3.24.3 of @@nsultation Report
is that“citizens who cannot produce clear criminal coniact records
may be labeled as ‘underclass’ citizensThe alleged labeling effect
put forward as the sole reason for allowing exskiselaxation to the
Police on this new requirement is insufficient.

Insofar as the alleged labeling effect is comeg, the Police have
been acceding to requests for integrity checksobérgial employees
from the Government departments and various puadies for many
years. It is evident that in some circumstancess inecessary or
justified for employers to be given access to sieta for employment
purpose. It also demonstrates that the labelifeggfif it exists at all,
should be more properly addressed by looking ihi oot of the
problem, i.e. whether any employer has infringedPD®) of the
Ordinance by unjustifiably obtaining clear conwcti record from
potential employees. If affirmative, such act afalcollection would
be excessive for the purpose of employment. Thkisai better
approach than simply denying data subjects’ rightdcess their own
personal data which is a fundamental right of pesbdata protection.
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Introducing New Exemptions

Proposal 30 : Transfer of Personal Data of Minors Rlevant to Parental

Care and Guardianship

7.1

It is noted that this proposal, which is nagiorated from the PCPD, is
to be taken forward in the Consultation Report. PI#PD’s comments
on this proposal can be found in paragraphs 6.5124 in the PCPD’s
Submissions on the Consultation Document. The P@#bBrates the
opinions made therein, in particular:-

(@)

(b)
()

The Administration puts forward this proposaptovide for an
exemption to allow data users to transfer persaladgh of a
minor that are relevant to parental care and gaastiip to the
parents or guardian of the minor, so that the dat&n fulfill

their responsibility to exercise proper care andrdianship of
their children under the age of 18. In order thattransfer is
justifiable, consideration should be given to tgpes of the
exempted personal data, the degree of disclosuck the
relevant circumstances at the material time. Thpegyof the
exempted personal data should be specifically ddfiand the
data should also be limited to those that are rsacgsn the
circumstances.

A robust mechanism must be built in to guardiast misuse.

Minors who attain certain age should be allowednake their
own decisions in relation to the disclosure of fleesonal data.
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(B) Proposal Not to be Taken Forward by the Admirstration

Harnessing Impact on Personal Data Privacy CausedybTechnological

Advancement

Proposal 38 : Sensitive Personal Data

8.1

The PCPD is disappointed that this proposaloistaken forward in
the Consultation Report. The main reason for nkintathis proposal
forward is that different sectors of the commuthive not yet reached
a consensus on the coverage of sensitive persamal ahd the
regulatory model (paragraph 4.2.28 of the ConsahatReport).

However, most of the views expressed in the Coasoit Report

agreed with the general direction of providing gher degree of
protection to sensitive personal data (paragraph.2@. of the

Consultation Report).

Overseas data protection laws

8.2

8.3

The proposal to give recognition to specifitegaries of personal data
as sensitive personal data is well recognized utigedata protection
laws in overseas jurisdictions. The overseas mo@&lsh as the
European Union Directive 95/46/EGhe UK Data Protection Act
1998 the Australian Privacy Act 1988 impose more stringent
requirements for the collection, holding, procegsiand use of
sensitive personal data.

In relation to the coverage of sensitive peatalata, theEuropean
Union Directive 95/46/EGpecifies‘personal data revealing racial or
ethnic origin, political opinions, religious or pbsophical beliefs,
trade-union membership, and the processing of datecerning health
or sex life” as sensitive personal dafehe UK Data Protection Act
generally follows theEU Directive and in addition to the types of
personal data specified in tB#®J) Directive treats‘the commission or
alleged commission of an offence and any procesdielgting to an
offence alleged to have been committed’sensitive personal data. In
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Australia, the Australian Law Reform Commission hasommended
(as accepted by the Australian Government) to elxtiee definition of
“sensitive personal data’to cover“biometric information” that is

specifically being collected to identify or verign individual through
biometric processés

Keeping up with International Standard

8.4

The PCPD'’s proposal to give special treatmentsénsitive personal
data is in accord with thé€eU Directive thereby enabling the
Ordinance to pass the EU adequacy test. It is -agopa@site under the
EU Directivethat member states must ensure similar level gtiote
of personal data in the country to which the daiia lve transferred.
Hence, adoption of the EU approach will ensure temraopted
exchange of personal data with the EU member staigish is
conducive to sustain the growth in trade and bssingctivities in
Hong Kong.

Domestic Consideration

8.5

8.6

It is acknowledged that the classification enstive personal data is
cultural bound and varies in different communitidscording to the
surveys conducted by the PCPD, the majdfitpf those who
supported the proposal agreed that data conceserglife, health
condition and biometric data should be classifisgensitive personal
data.

As for biometric data, the PCPD recognises tiwitevery type of
biometric data is sensitive. The PCPD advocatesttiasion of those
data that can be used identify or authenticatan individual through
biometric processes as sensitive personal ‘8ataExamples are
fingerprints and genetic data. Unlike a passward BIN which can
be reset, they are very personal and private bectngy are unique
information about an individual’s physical self. helintegrity of such
data must be safeguarded to protect the individudEntity against

17

See the First Stage Response to the AustralianReform Report. Available at

http://www.dpmc.gov.au/privacy/alrc_docs/stagel gost response.pdf

18
19

Please refer to Part Il of this paper
By adopting a similar approach as the Australiaw Reform Commission
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theft or misappropriation.

8.7 As for data concerning sex life or sensitivaltie condition, the
leakage of these data could embarrass or damagepbtation of the
data subject. These data may provide basis for stifigd
discrimination.  For example, the wide disseminatiof data
concerning the sex life of some prominent artigtesugh the Internet
a few years ago causing significant damage to thaividuals
concerned is a case in point. Furthermore, disotosof data
concerning one’s health condition (e.g. HIV residthighly privacy
intrusive.

8.8 Instead of shelving the proposal as indicatethe Administration, the
PCPD takes the views that the proposal should kentdorward.
The surveys conducted by PCPD clearly identifiedrgf support for
classifying biometric data, health condition and ki of individuals
as sensitive personal data and affording them greadtectior’.

20 As noted from the surveys result (in Part 11§ep50% of the supporters consider that information

concerning sex life and health condition, as welbemetric data, should be classified as sensitive
personal data and given greater protection

33



Sanctioning Powers

9.1 The recenOctopusincident has seen the community up in arms
demanding the punishment of data users for vialatiothe provisions
under the Ordinance, reflecting clearly the gapwbken public
expectations and the current sanctioning powersthef PCPD.
Although the Administration finally decided to takKerward the
PCPD’s proposal to relax the restrictions for thePP to issue
enforcement notice under section 50 of the Ordiegiirroposal 8 —
Circumstances to Issue Enforcement Notice), thaateals insufficient.

Proposal 39 : Granting Criminal Investigation and Bosecution Power to
the PCPD (considered together with Annex 5 : Powern® Search and Seize
Evidence and to Call upon Public Officers for Assisnce)

9.2 The Administration proposed to maintain stajus. The main reason
is that PCPD’s proposal may result in a loss ofckkeand balances
and it would be more appropriate for such powentestigate in and
prosecute criminal offence be vested with the Rol@nd the
Department of Justice respectively.

9.3 The PCPD has no intention to usurp the Segretfadustice’s power
or discretion to prosecute. The PCPD’s proposalilsndnly the PCPD
carrying out the prosecution work. The discretiamether or not to
prosecute always is and shall remain reservedherSecretary for
Justice. Under PCPD'’s proposal, any prosecutidsetmitiated by the
PCPD shall only be carried out with the consenthef Secretary for
Justice. The power and function of prosecutionyatted with the
PCPD, entail the due presentation of facts by thB[P to the Court. It
does not place the PCPD in a position to decidejudge the
culpability of any data user. That power, as abyastays with the
Judiciary.

9.4 Data protection and privacy is relatively narreubject in law
enforcement and criminal prosecution. The PCPDsickans that its
staff has the knowledge, experience and skills taleaake the
associated criminal investigation and prosecutionkw On the other
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9.5

9.6

9.7

9.8

hand, it would be difficult for the Police and tBepartment of Justice
to specialize in this area.

There are concerns that this proposed newmaét conflict with the
PCPD'’s existing role of community education andphmg data users
to comply with the requirements under the OrdinancEhese worries
could be addressed by organizational structurinthe PCPD could
compartmentalize its investigation and prosecutieam from the
community education team.

It should be noted that the PCPD is an indepandorivacy
enforcement authority. It is empowered under thair@nce to
investigate infringement of personal data privagyboth the public
and the private sectors. Granting criminal ingggton and
prosecution powers to the PCPD will help avoid i@stn of
favouritism where the Police or other Governmenpaitements are
involved in the case as data user. Indeed, basedP@GPD’s
experience, some complainants prefer the cases tmbdled by the
PCPD rather than the Police. When asked to gimeart for referral
of complaint to the Police for criminal investigaii some
complainants had refused to proceed further.

Another opposing reason given by the Adminigtrais the small
number of referrals and successful convictiondiengast years which
do not justify granting the power to the PCPD.Hogld be noted that
whether or not to prosecute, or whether a prosscutesults in
successful conviction is not in the hands of th&®PMnce a case is
referred out. The fact is that cases of contraventf the Ordinance
are generally not considered a priority in the yawh offences within
the purview of the Police both in terms of seriemssand urgency.

If the number of cases is one consideratiahimregard, it should be
noted that with the Administration’s agreement a&et forward the
proposals on 6 new offences and the extension rog tio lay

prosecution and relaxation of the PCPD’s discretimn issue

enforcement notice, there is a strong likelihoodt tthe prosecution
figures will increase substantially in the neaufet Listed below are
the 6 new offences to be created :-
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Proposal1 — Collection and Use of Personal DataDirect

Marketing

Proposal 2 — Unauthorized Sale of Personal Daadts User

Proposal 3 — Disclosure for Profits or Maliciousirposes of
Personal Data Obtained without the Data User’s
Consent

Proposal 18 — Repeated Contravention of a Datateron

Principle on Same Facts
Proposal 19 - Repeated Non-compliance with Enfoece Notice
Proposal 27 - the Offence on Misuse or ExcessiggeriRion of
Personal Data in Business Mergers or Acquisition

9.9 Further, there are many examples where stgtutmdies are
empowered to carry out investigations and instijptesecutions on
their own, such as, the Vocational Training Coyntie Employment
Compensation Assistance Fund Board, the Constructorkers
Registration Authority and the Security and Futu@esnmission.

9.10 The PCPD believes that it would be in the hagtrest of the
community in terms of enhancement of personal datizacy
protection to confer criminal investigation and ili@d prosecution
powers on the PCPD. While the community might Ibetready to
support this proposal last year, the situation maydifferent now in
consequence of th@ctopuscase which has highlighted the lack of
sanctioning powers of the PCPD. The PCPD furtloersiclers that
the following proposals to strengthen the sancatignpowers of the
PCPD should be adopted to produce a greater dfiedéter privacy
contraventions.

Proposals 40 and 42 Empowering the PCPD to Award Compensation to
Aggrieved Data Subjects and to Impose Monetary Peltg on Serious
Contravention of Data Protection Principles

9.11 The enforcement action to be taken againsrawention of the DPP
in Schedule 1 of the Ordinance is limited to segvan the relevant
data user an enforcement notice pursuant to se&in) of the
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Ordinance directing it to take steps to remedycthrgtravention. It is
only when the data user fails to comply with them® of the

enforcement notice that the data user may then toseputed.
Proposals 40 and 42, if adopted, will address th®i@pconcerns about
the inadequacy of PCPD’s sanctioning powers. They at

compensating aggrieved data subjects and penald@tg users for
blatant disregard of personal data privacy rights.

Both proposals are modeled on data privacy laws ather common law
jurisdictions

9.12

The major opposing view cited in the ConsidtaReport is that in the
common law system, it is not appropriate to vest gingle authority a
combination of enforcement and punitive functioike PCPD would
like to point out that Proposal 40 is modeled ontise 52 of the
Australian Privacy Actand Proposal 42 is modeled on section 55 of
the UK Data Protection ActBoth Australia and the United Kingdom
apply the common law system.

Proposal 40

Adjudication / Conciliation

9.13

Proposal 40 (Power to Award Compensation tgyriéged Data
Subjects) will directly address the public expaotatof providing
remedy to the aggrieved data subjects without lgatirem to go
through prolonged and costly legal procedures. Airgralian Privacy
Act provides that if conciliationto resolve a complaint fails, the
Australian Privacy Commissioner may, (a) make a lataton
directing the respondent to take steps remedyiegctintravention;
and (b) award damages to the complainant. The P@RYcarry out
settlement by conciliation and adopt a similar apph before making
adjudication on the compensation. The adjudicasball be made
subject to an appeal channel. This proposed apipisadso consistent
with the current judicial approach (post Civil Jost Reform) to
require mediation between prospective litigants as default
arrangement.
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Australian examples on award of compensation andoepl

9.14

9.15

Modeled on the Australian system, the aggdedata subject is
usually only compensated for actual loss or damagdée onus is on
the claimant to prove damages. For example, incase in 1993, the
Australian Privacy Commissioner declared that a mlamant was
entitled to AUD$5,000 as compensation for the ema#sament caused
by the unauthorized disclosure of the complainamtaployment
record by his former employ€r In another case in 2003, the
Australian Privacy Commissioner declared that a mlamant was
entitled to AUD$1,000 as compensation for the mgement of his
privacy as a result of the disclosure of his idgrtt a third party and
the complainant was also entitled to be paid aenart of his legal
costs, traveling expenses and loss of income at$L13%

In the <case Re Alan Rummery and Federal Privacy
Commissioner-BC20041081(2004] AATA 1221, the Australian
Administrative Appeals Tribunal considered an appagainst the
Australian Privacy Commissioner’s decision in rafigsto make an
award of compensation to the complainant. The camaht was
subsequently awarded by the Tribunal with compémsatUD$8,000
for the loss and damage suffeféd.

Legal Assistance is only granted under limited airastances

9.16

It is mentioned in the Consultation Report #dggrieved data subjects
would be given sufficient assistance to claim congaéion under
section 66 of the Ordinance by implementation ajp@sal 7 (Legal
Assistance to Data Subjects under section B6jvever, it should be
noted that Proposal 7 arrangements can only betselly applied and
cannot replace Proposal 40. According to the madethe Equal
Opportunities Commission EOC”) quoted in the Consultation
Report, the relevant legislation empowers the E©Cadcede to a

21
22
23

Available athttp://www.privacy.gov.au/materials/types/deterntioas/view/6029
Available athttp://www.privacy.gov.au/materials/types/deterntioas/view/6792
Available at

http://www.austlii.edu.au/cgi-bin/sinodisp/au/cdsd¥ AATA/2004/1221 .html?stem=0&synonyms

=0&query=Re%20Alan%20Rummery
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request for legal assistance under certain comditimly** Applying
the same conditions to legal assistance under tidin&ce, an
aggrieved data subject will not be assisted unbasg one of the
prescribed conditions is fulfilled. The PCPD emgss that in the
great majority of cases, the aggrieved data subydtinot be given
legal assistance and has to initiate civil actignhbmself. What he
has to face is usually an organizational data wg#ep has ample
resources to contest the civil action.

Statutory provision for mediation

9.17 At present, there is no express provision utite Ordinance for the
PCPD to carry out mediation of a complaint. The BChrther
proposed that an additional power be conferrechenrPCPD to carry
out mediation of a complaint including settlemeptaomonetary sum.
If the relevant parties do not agree to the meatiatly settlement, the
PCPD may resort to the power of award of compemsalihe PCPD
takes the view that both Proposals 7 and 40 asasdthe proposal on
mediation should be taken on board in order to ipiegufficient and
efficient assistance to the aggrieved data subjdotseby generating
direct and effective deterrent effect on data uagesnst infringement
of the Ordinance.

Proposal 42
Overseas example

9.18 In circumstances involving serious and blatdigregard of the
personal data privacy rights, the issuance of dore@ment notice
directing data user to take remedial steps is densd insufficient.
Proposal 42 (Empowering the PCPD to impose Mone®anyalty on
Serious Contravention of Data Protection Principledl equip the
PCPD with the power to impose monetary penaltyhendata user to
achieve the necessary deterrent effect. By refer@ancthe United

24 The factors that have to be considered are (ajdbe raises a question of principle, and (b) it is
difficult for the applicant to deal with the caseaided having regard to the complexity of the case
or the applicant’s position in relation to the resgent or another person involved or any other
matter.
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9.19

9.20

Kingdom model, the PCPD may serve on a data useroaetary
penalty notice where the Commissioner is satisfied (a) there has
been a serious contravention of the data protegioriples; (b) the
contravention is of a kind likely to cause substdmtamage or distress;
and (c) the data controller knows or ought to hlmewn a risk of
contravention of a kind likely to cause substantiamnage or distress
but he failed to take reasonable steps to preventdntravention. The
decision on the service of a penalty notice is etibjo an appeal.
The amount of penalty to be determined must noteexcthe
maximum amount as prescribed. For reference, uthgecurrent UK
legislation regime, the maximum monetary penaltat thhe UK
Information Commissioner may impose is £500,000.

The UK Information Commissioner has issuethtury guidance on
the application of such power to impose monetamnafiees and have
recently exercised his power to issue penalty aeton data users in
cases involving serious contraventions of the gadéection principles.
His power is not absolute. The statutory guiddma®the approval of
the Secretary of State before it takes effect.

In November 2010, the UK Information Commissio invoked his
newly-gained power to impose monetary penaltiesskenous data
protection contraventions in two ca$esthe details of which are
briefly outlined below:-

(1) The first penalty of£100,000 was issued for two serious
incidents where the employees of a data user fémglly
sensitive personal information to the wrong recipse The
first case involved data on child sexual abuse.e $&cond
case involved the information related to care pedaggs of 3
children, the previous convictions of two individsia
domestic violence records and care professiongisiians.
After the first breach, the data user did not takdficient
remedial steps and allowed the second breach tg.occ

25

Available at

http://www.ico.gov.uk/~/media/documents/pressreds#10/first_ monetary penalties press rele

ase 24112010.ashx
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(2)

The second monetary penalty 660,000 was issued to
another data user for the loss of an unencrypigpawhich
contained personal information relating to 24,0e@0ge who
had used certain community legal advice centrese Th
personal information involved included full namelstes of
birth, postcodes, employment status, income level,
information about alleged criminal activity and winer an
individual had been a victim of violence. Monetgrgnalty
was considered necessary given access to the alalthltave
caused substantial distress to the data subjetds, the data
user did not take reasonable steps to avoid tisedbthe data
when it issued the employee with an unencryptedofap
despite knowing the amount and type of data thaildvbe
processed on it.

Appropriate examples in Hong Kong for imposing mdagy penalties on
serious contraventions

9.21

As evident in th©ctopusincident, there is a public demand to equip
the PCPD with the power to impose monetary penaltgncourage
compliance and to deter against serious contraventdbn the part of
data users. Examples of past cases that the momasmction might
be invoked are:-

(@)

(b)

()

The Octopus incident where personal data of more than 2
million members were transferred, without the mersbe
voluntary and express consent, to third parties nhmnetary
gains;

The Hospital Authority’s series of data losgidents where
medical data of patients held in USB flash drivesaviost on
various occasions;

The IPCC incident where personal data relatongomplaints
against the Police were leaked on the Internet.
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9.22  From the opinion surveys carried out by thePBGn December
2010°°, one may conclude that the number of people stipgor
Proposals 40 and 42 is more or less the same asithber of people
objecting. The proposals deserve further and ggraonsideration
by the Administration.

% n Part Ill of this paper.
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Others

Proposal 44 : Fee Charqging for Handling data AccesdRequests

10.1  The Administration’s decision of not adoptihgs proposal will be in
direct conflict with Law Reform Commission’s recorandation under
paragraph 14.31 of the Report on Reform of the Relating to the
Protection for Personal Data (1994). Pursuant o réport, it was
recommended that the question of level of feesctamplying with
data access requests be provided for in subsidiégyiglation. Such
recommendation has not been adopted by the Admatiat since the
commencement of the Ordinance.

10.2  The Proposal will introduce certainty and petserve flexibility to
allow data users to charge differently. Section32&( the Ordinance
allows data users to charge fees that are not gixeefor complying
with data access requests. The Proposal will awmadecessary
complaints against excessive fees if they are elubag the prescribed
level provided under the proposed fee schedule.itéhes listed in the
proposed fee schedule are not exhaustive. Anyifeessed otherwise
in accordance with the fee schedule will still héwemeet the existing
requirement of not being excessive

10.3 A similar approach of imposing a maximum feeadopted in other
overseas data privacy protection laws. In the dnkKengdom, a data
user is entitled to receive such fee not exceedimg prescribed
maximuni’. Locally, the PCPD also received comments and view
from different public and private organizations support of
introducing a fee schedule for handling data accegsests as this
will create certainty of imposing charges withauofringing the law. It
is highly recommended that the Administration takles opportunity
to introduce a fee schedule.

27 Section 7(2) Data Protection Act 1998. The piibsck maximum is set at £10 and there are special

rules that apply to fees to be imposed on othedkof access requests.
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(C) Proposal Not to be Pursued by the Administrabn

Annex 5 : Territorial Scope of the Ordinance

111

11.2

11.3

This proposal is made by PCPD to exclude fiteenapplication of the
Ordinance any act or practice involving persondahdae collection,
holding, processing and use of which occur whollis@e Hong Kong.
The Administration is not inclined to pursue thegrsal.

As it presently stands, the Ordinance is @rchs to whether it applies
to cases where the act of collection, holding, essing and use of
personal data take place wholly outside Hong Kong.

The justification and explanation for this posal can be found in
paragraphs 8.17 to 8.26 of the PCPD’s Submissions tloe
Consultation Document and the PCPD’s original psagpoin the
PCPD’s Information Papé&t. The PCPD is concerned that if the
proposal is not taken on board, a person who is #blcontrol his
business operations overseas will be considerestauser subject to
Hong Kong law by his mere presence in Hong Kong.wduld be
unfair to the person if the Hong Kong law and oeess law both
govern the handling of the data not originated frelong Kong,
particularly where there is a conflict of laws sition.

Annex 5 : Power to Conduct Hearing in Public

11.4

11.5

The Commissioner has conducted a public hgdointhe purpose of
investigating the Octopus incident for reason that it involves
significant numbers of data subjects and attragtgpublic concerns.
The effectiveness of conducting public hearing atsd resultant
educational value has been clearly illustrated.

However, under the existing provision of thedi@ance, if the
complainant as a data subject requests a hearibg ttonducted in

% See PCPD's Proposal No. 6 in the Annex to therinétion Paper.
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11.6

private (pursuant to section 43(2) of the Ordinanitee Commissioner
has no alternative but to accede to the requedte PICPD finds the
provision too restrictive and maintains that flakiy» should be

introduced to allow the Commissioner to decide Wwheta hearing
should be conducted in public having regard tatradl circumstances
of the case and the objection from the complainanbne of the
matters that the Commissioner should take intow@atco

The PCPD appreciates the argument that pbbhcing may in some
cases dissuade complaints. However, when issueulolicpinterest
arises, conducting the hearing in public with tbenplainant to remain
anonymous throughout the hearing may still serne parpose of
addressing the public’s right to know and withoatmpromising the
interest of the complainant at the same time.

Annex 5 : Time Limit for Responding to PCPD'’s Invesigation/ Inspection

Report

11.7

11.8

The PCPD reiterates that the 28 days notica ftata user to respond
to a report to be published under the Ordinance prascribed when
the Ordinance was first enacted. It should bemnrsidered in light of
the rapid development in technology and telecomuoatian, which
has profoundly enhanced efficiency in a decisiokin@gprocess.

Furthermore, in cases that involve publicredg it is justified for a
swift response to be given to address the publcem. The PCPD
noted that there are public sentiments in@wtopusincident that the
28 days period is too long for the relevant dataru® respond.
Additionally, it is undesirable that the Commissoiis required under
the current provision in section 46(4) of the Osadline to give the
notice even though there is no personal data mesdion the report.
Time is wasted in order to comply with the formalit The
Administration is urged to re-consider the proposeg forward.
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12.1

Surveys Conducted by the PCPD

Despite limited resources and time constrathess PCPD carried out 3
separate surveys to solicit public and stakeholder®'s on five of its
original proposals which the Administration has itdaded not to
pursue further, namely:-

1)

(2)
3)

(4)
()

To set up a territorial-wide “Do-not-call” Reger for
person-to-person telemarketing calls (related tp&sal 1);
Sensitive Personal Data (Proposal 38);

Empowering the PCPD to Award Compensation tqgrigyed
Data Subjects (Proposal 40);

Empowering the PCPD to Impose Monetary PenattySerious
Contravention of Data Protection Principles (Praphd<); and
To Impose Direct Regulation on Data Processaeusd
Sub-contracting Activities (Proposal 5).

The outcome of the surveys is captured in the egsp@aragraphs.

Targeted Survey regarding Proposals 1, 38, 40 an@4

12.2

On 3 and 13 December 2010, the PCPD senbatetfollowing 95
targeted respondents a questionnaire on the abowe droposals
(except Proposal 5):-

(@)

(b)

the parties and individuals who had made wrigebmissions to
the Administration in the consultation exercis@0%> and/or

the stakeholders/academics who (i) had madigenwrsubmissions
to the Legislative Council Panel on ConstitutioAfflairs and/or

attended its Special Meeting on 20 November 20X8sponse to
the Consultation Report, or (ii)) had approached R@PD and
expressed their concerns during the recent conisuta

2 The contacts of the individuals who had made sssioms are not made public in the Consultation
Report and the PCPD’s questionnaire can therefotg be sent to those organizations and
individuals whose names or contact addresses catebtfied during the consultation 2009.
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12.3 43 replies were received by the PCPD. Intandi 13 responses

were unsolicited and the responses are incorpoiatéide results of
the on-line survey (paragraphs 12.11-12.18 belomther than
included in the analysis below.

Setting up a territorial-wide “Do-not-call” Registefor person-to-person
telemarketing calls (related to Proposal 1)

12.4 18 respondents supported the proposal to gea territorial-wide

“Do-not-call” Register, against 11 respondents cijg. One
respondent supporting the proposal pointed out that proposal
should be given a high priority even if this goesydnd the current
framework of data privacy protectidh.One respondent objecting to
the proposal pointed out that large businesses sandll-medium
enterprises would be greatly disadvantaged throlglmposition of a
“Do-not-call” Register and suggested self regulatxy the businesses
concerned® Another respondent considered that the existing
Do-not-call registers operated by the OFTA haveeay afforded
consumers with choicéd.lt is further pointed out that a Code of
Practice was already issued for the members irditeet marketing
business® The other respondents either had no comment on the
proposal or expressed only general views with marcindication of
stance on “support” or otherwise.

Sensitive Personal Data (Proposal 38)

12.5 20 respondents supported the proposal todafdrigher protection to

sensitive personal data, against 10 respondentgctoly. One
respondent supporting the proposal pointed out ttheatexclusion of
the proposal to protect sensitive personal datamalke Hong Kong
further lagging further behind its internationaluoterparts’. Those
respondents who have indicated their support atpoeesed views on
which type of data should be classified as semsipersonal data.
Based on the number of respondents indicating stppoeach data

30
31
32
33
34

Institute of Financial Planner of Hong Kong

Hong Kong Call Centre Association

Hong Kong Direct Marketing Association

Hong Kong Call Centre Association and Hong Kongeft Marketing Association
Institute of Financial Planner of Hong Kong
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12.6

type, a priority list could be drawn up as follows:

Number of
Priority [respondent
y . p . Type of data
indicating
support
(1) 11 - data concerning health condition
(2) 10 - information on sex life
10 - biometric data
(3) 8 - the commission or alleged commission o
offence and any proceedings relating to
offence alleged to have been committed
(4) 5 - personal data revealing racial or ethr
origin
(5) 3 - personal data revealing political opinions
3 - personal data revealing religious
philosophical beliefs
(6) 2 - personal data revealing tradenion
membership

Further, one respond&hsuggested thatother intimate data that
may be used in discriminatory decisionsfiould also be included as
sensitive personal data. Another responfiestiggested that for the
benefit of vulnerable persons such as mentallypac#ated persons
and children, data relating to mental health and dioad
records/treatments should also be classified astsento afford them
better protection. One other respondérsuggested to include location
data as sensitive personal data.

35

Society for Community Organization.

3 Official Solicitor’s Office

37

Professor Graham Greenleaf, Professor of Lawf&rination Systems, University of New South

Wales, Sydney, Australia.
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12.7

The other respondents either had no commenthenproposal or
expressed only general views with no clear indicatdf stance on
“support” or otherwise.

To empower the PCPD to Award Compensation to AggdeData Subjects
(Proposal 40)

12.8

12.9

10 respondents supported the proposal to esmpine PCPD to award
compensation to aggrieved data subjects, againstre$fondents
objecting. The other respondents either had no caminon the
proposal or expressed only general views with marcindication of
stance on “support” or otherwise.

It is worthy to note that one respondent mmnbut clearly that the
Octopusincident has indicated the weakness of the existgulatory
regime under the Ordinance and criticized the Casioner’s lack of
power to award damages and assist complainantsilimctions®®.

To empower the PCPD to Impose Monetary Penaltyesio& Contravention
of Data Protection Principles (Proposal 42)

12.10

13 respondents supported the proposal to werpthe PCPD to
impose monetary penalty on serious contraventiodabf protection
principles, against 12 respondents objecting. Omspandent
supporting the proposal advocated that the PCPBnasdependent
regulatory body should be given more powers to iseppenalties on
serious contraventiofl. The other respondents either had no comment
on the proposal or expressed only general view$ wib clear
indication of stance on “support” or otherwise. r example, one
responderif expressed that each proposal has its pros andasahs
there may be alternatives to achieve the same pey@uch as using
the media to supervise and monitor.

38

Professor Greenleaf specifically referred todmi&le to be published in the BNA Privacy Law &

Business;Octopus Scandal Exposes Hong Kong Privacy Defigien”
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On-line survey regarding Proposals 1, 38, 40 and 42

12.11 An on-line survey was launched by the PCRINf8 December 2010
to 28 December 2010 to provide a convenient andyeascessible
platform for the general public to express theaws anonymously on
the above four proposals. The results are setbeldw. They
include also the written responses received througther
miscellaneous channels from identifiable individuahd parties who
fall outside the defined target group for the qioestaire survey
mentioned in paragraphs 12.2-12.10 above.

12.12 Atable summarizing the results of this syngeattached at the end of
this document.

Setting up a territorial-wide “Do-not-call” Registefor person-to-person
telemarketing calls (related to Proposal 1)

12.13 1210 responses were received for this propod®4 respondents
supported and 711 respondents objected to this opabp The
remaining 35 respondents elected to express no eommn the
proposal.

Sensitive Personal Data (Proposal 38)

12.14 1208 responses were received for this pedpog43 respondents
supported and 701 respondents objected to thisopabp The
remaining 64 respondents elected to express no eommn the
proposal. Those respondents who have indicatad shpport also
expressed views on which type of data should b&siflad as sensitive
personal data and given a higher level of protactioBased on the
percentage of these respondents indicating supmoeach data type,
a priority list could be drawn up as follows: -
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Percentage af
.. | respondents Type of data
Priority| . p , P
indicating
support
(1) 73% - information on sex life
(2) 71% - data concerning health condition
(3) 55% - biometric data
4) 50% - personal data revealing political opinions
(5) 47% - the commission or alleged commissior
an offence and any proceedings relatin
an offence alleged to have been committed
(6) 41% - personal data revealing racial or ethr
origin
41% - personal data revealing tradenion
membership
(7) 36% - personal data revealing religious
philosophical beliefs

To empower the PCPD to Award Compensation to AggdeData Subjects
(Proposal 40)

12.15 1207 responses were received for this prdpo84d9 respondents
supported and 799 respondents objected to this opabp The
remaining 89 respondents elected to express no eommon the
proposal.

To empower the PCPD to Impose Monetary Penaltyasio& Contravention
of Data Protection Principles (Proposal 42)

12.16 1214 responses were received for this prdpoS89 respondents
supported and 778 respondents objected to thisopabp The
remaining 47 respondents elected to express no eommon the
proposal.
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Conclusions on surveys regarding Proposals 1, 88@d 42

12.17 The Internet Protocol IP”) addresses of the respondents to the
on-line survey were recorded in the survey. Frbis tecord, several
observations are noteworthy:- one call centre hdmwngted: (a) 292
responses to object the proposal to set up a deatiwide
“Do-not-call” Register for person-to-person telekaing calls
(“related to Proposal I); (b) 293 responses to object to the proposal
to afford a higher protection to sensitive persatah (‘Proposal 38);

(c) 292 responses to object to the proposal to mapthe PCPD to
award compensation to aggrieved data subje&rmofosal 40); and
(d) 291 responses to object to the proposal to amapothe PCPD to
impose monetary penalty on serious contraventioDaif Protection
Principles (Proposal 42).

12.18 If the responses from this call-centre weasealinted, the results of
the on-line survey do correspond with the resulthe targeted survey
mentioned above and the following conclusions chadirawn:-

(a) Majority view supports the setting up of a terral-wide
“Do-not-call” Register for person-to-person telekeing calls,
and affording greater protection for sensitive peed data.
Over 50% of those in support consider that inforomat
concerning sex life and health condition, as wsllbéometric
data, should be classified as sensitive personal aad given
greater protection.

(b) The number of respondents objecting to the gsals to provide
more sanctioning powers to PCPD is more or lessdae as the
number supporting the proposals.

Targeted Survey regarding Proposal 5
12.19 Asregards Proposal 5 (the proposal to imdoset regulation on data

processors and sub-contracting activities), it isntioned in the
Consultation Report that the IT sector generallygcts to the proposal.
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12.20

As part of its public engagement exercise, the P@R&nded various
discussion sessions and forums organized by ITepsadnal bodies,
explained the proposal to them in greater details] addressed their
concerns and misconceptions. Subsequently, theDP&#t out a
questionnaire on 14 December 2010 to 10 IT prodessibodies and
Internet-related associations which had made sugionis during the
consultation exercise in 2009 and/or had approatched®CPD and
expressed their concerns during the recent dismussessions and
forums.

Out of the 5 replies received, 4 supportegp&sal 5 while the fifth
respondent indicated that there were pros and gndsr the proposal
and hoped the matter would be further debated.

Concluding Remarks

12.21

Due to time and resource constraints, theCP&feepts that there are
limits in the surveys hence the results. Howetaking into account
the large number of respondents involved in sushat time and the
fact that results from different surveys do tendradidate each other,
they should serve as useful references for the iuahd the
Administration to seriously consider resurrectifgF®’s proposals in
the legislative amendment exercise.

Office of the Privacy Commissioner for Personal®at
31 December 2010

~~ END ~~
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Online Survey Results

Total %
Q1 Do-not-call Register - setting up of a territbrade Do-not-call register for person-to-persofica
¢ Support the propos 464 38%
¢ Object the propos 711 59% *
+ No comment on the propo: 35 3%

No. of respondents 1210

Q2 Sensitive Personal Data - proposal to impose gtnhgegulation on sensitive personal ¢

¢ Support the propos 44z 37%
+ Object the proposal 701 58% **
+ No comment on the propo: 64 5%

No. of respondents 1208

Q3 Sensitive Personal Da- the following data should be classified as sersigigrsonal da.

+ personal data revealing racial or ethnic origin 23¢ 41%
+ personal data revealing political opini 28¢ 50%
+ personal data revealing religious or philosophieiefs 207 36%
+ personal data revealing trade-union membership 237 41%
+ data concerning health condit 40k 71%
+ information on sex lif 41¢ 73%
+ the commission or alleged commission of an offametany 272 47%

proceedings relating to an offence alleged to Heeen committed
biometric dat 317 55%
¢ Othel 58 10%
No. of respondents 574

Q4 PCPD to award compensation to aggrieved data $slged to encourage settlement by reconcili.

¢ Support the propos 31¢ 26%
¢ Object the propos 79¢ 66% ***
+ No comment on the proposal 89 8%

No. of respondents 1207

Q5 Impose Monetary Penalty on Serious Contraventiddaté Protection Principl.

¢ Support the propos 38¢ 32%
¢ Object the propos 77¢ 64% ****
+ No comment on the propo: 47 4%

No. of respondents 1214

* includes 292 responses submitted by a call centre
** includes 293 responses submitted by a call centre
*** jncludes 292 responses submitted by a call cerdr
**xx includes 291 responses submitted by a call cerd
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