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Education & Careers Expo 2011

To convey the relevant messages on the protection of personal data
privacy to youngsters and job seekers, the PCPD participated in the
“Education & Careers Expo 2011" organized by the Hong Kong
Trade Development Council from 17 to 20 February, with the booth
attracting some 3,500 visitors. Job seekers were specially reminded
not to provide excessive personal data at the recruitment stage and
not to give their personal data to “blind advertisement” advertisers.

Staff of the PCPD also delivered a talk on the protection of job
seekers’ personal data privacy during the Expo and provided
answers fo questions related to personal data privacy.
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Consumer Roadshow on Protection of Personal
Data 2011

To educate the general public about the importance of personal data
privacy, the PCPD staged a series of consumer roadshows at
shopping malls over weekends in February and March 2011.

Informative materials and short videos were displayed to illustrate
individuals' privacy rights under the Personal Data (Privacy) Ordinance
and provide practical tips about data protection in daily life. PCPD
staff also provided on-the-spot answers to visitors' questions.

The consumer roadshows, which attracted over 10,000 visitors, were
held at six shopping centres across the territory, namely Hing Wah
Shopping Centre, Tin Yiu Shopping Centre, Cityplaza, Dragon Centre,
Kai Tin Shopping Centre and Olympian City.
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NEBETEFH PCPD Staff Promotion
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We sincerely congratulate the following PCPD’s colleagues on their recent promotions
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From left: Mr. D, F. Lo (Personal Data Officer), Ms. Maggie Lo (Senior Personal Data Officer),
and Mr. Brad Kwok (Personal Data Officer)

iBEEEERFEYE Speaking Engagements
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To promote the awareness and understanding of, and compliance with the provisions of the Ordinance, the Commissioner
and his colleagues participated as guest speakers in seminars organized by the following organizations:
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On 7 December 2010, Mr. Allen Ting, Chief Personal Data Officer of the PCPD spoke at the Transport Department’s Annual
Seminar for Engineers 2010 on the topic “Compliance with Personal Data (Privacy) Ordinance at Work”.
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On 14 December 2010, Privacy Commissioner Mr. Allan Chiang delivered a talk on the topic

of “Data Privacy and Management Responsibility” organized by Chartered Management
Institute (Hong Kong Branch).
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On 11 January 2011, Privacy Commissioner Mr. Allan Chiang gave a luncheon talk on
“Doing Business and Respecting Privacy: the Case of Sharing of Mortgage Data for Credit
Assessment” organized by Lions Club of South Kowloon.
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On 20 January 2011, Privacy Commissioner Mr. Allan Chiang gave a talk to the "Customer

Care & Responsibility Forum 2011 - Building & Sustaining Customer Trust: Opportunities &
Challenges" organized by the Hong Kong Council of Social Service.
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From left: Ms. Daisy Chow, Chief Operation Officer, Intimex Business Solutions Company Ltd.; Mr. Baymond Fung, Vice President, Business Imaging Solution division of Canon
Haongkong Co., Ltd; Mr. Allan Chiang, Privacy Commissioner; Ms. Connie Lau, Chief Executive, Hong Kong Consumer Council, and Mr. Buston Chu, Vice-Chairman of Hong Kong
Association for Customer Service Excellence and General Manager, Corporate Communications & Marketing Division of Dah Chong Hong Holdings.
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On 24 February 2011, Privacy Commissioner Mr. Allan Chiang gave a luncheon talk to the
Rotary Club of Hong Kong Harbour on the topic “Sharing of Mortgage Data for Credit
Assessment”.
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On 8 April 2011, Privacy Commissioner Mr. Allan Chiang delivered a talk on “Use (or
Misuse?) of Personal Data in Telecommunications” organized by the Communications
Association of Hong Kong,.
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On 15 April 2011, Mr. Henry Chang, Information Technology Advisor of the PCPD, delivered |

a speech titled “Personal Data Protection in the Cloud” at a conference organized by
Business Software Alliance.
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On 18 April 2011, Privacy Commissioner Mr. Allan Chiang delivered a talk on “Expanding

Sharing of Consumer Credit Data: Where Do You Draw the Line?" organized by the Foreign
Correspondents' Club.
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On 25 May 2011, Mr. Allen Ting, Chief Personal Data Officer of the PCPD, delivered a talk
on the protection of personal data privacy to staff members of the Consumer Council during

its all-staff meeting on 25 May 2011. Photo shows Mr. Ting and Ms. Connie Lau, Chief
Executive Officer of Consumer Council, at the meeting.
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On 10 June 2011, Privacy Commissioner Mr. Allan Chiang gave a keynote speech at the

43" Distinguished Salesperson Award Presentation Ceremony organized by the Hong Kong
Management Association and Sales and Marketing Executives Club.
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| come from Hong Kong.
How about you?

Hil | want to make triend with you.
What's your name? 5

My name is

HEEEFRL Protection of personal data - Proper Use of Technology in Daily Life

How to protect personal data from being
excavated on the Internet

In the past, “human flesh search” was conducted only by
enforcement authorities as a way of obtaining background
information of suspects. Before the mid-90’s, the search was only
confined to traditional media. However, with the widespread use of
personal computers and the Internet since the early 2000s, the
culture of "human flesh search” have become prevalent in the
discussion forums of social networking sites.

In the anonymous world of the Internet, web users do not know
each other. However, a person'’s location is evident from his IP and
email addresses, or he may unknowingly give it away through the
use of ICQ and MSN. The popularity of free online albums and
video-sharing websites has given rise to another channel through
which such information can be leaked.

People who conduct human flesh searches usually use online search
engines, social engineering, hacker software and file-sharing
software to obtain the personal data of their targets, or they may
obtain the information from the targets’ friends in discussion forums.

The following tips on how to avoid falling victim to human flesh
searches will help you navigate the Internet safely.
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Firstly, bear in mind the fact that you tend to leave more fragmented
personal data on the Internet than you may be aware of. The data
will be there permanently even though you may forget where you
had left it. Therefore, you should keep a list of accounts that you
create so that you can delete the ones that you are unlikely to use in
future,

Secondly, use different account names, email addresses and
passwords for different websites. This way, even if a password is
stolen, the loss from the data leak can be minimized.

Thirdly, try to minimize the amount of personal data uploaded to the
Internet. In most cases, the uploading of personal data are done by
friends. Therefore, do not allow people whom you do not know well
to get access to your personal data easily. For one, it would be safer
to restrict your photos in Facebook to specified friends (or groups).

Fourthly, the Internet and social networking sites are in essence
publication tools, not communication tools. As the data on the
Internet will be kept there permanently, think twice before uploading
your personal data.

Last but not least, as a member of a discussion forum, you have the
right to express your opinions. However, before giving your views,
you should think carefully about whether your opinions could be
used as a tool in cyberbullying.
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http://www.pcpd.org.hk/chinese/publications/infor_booklet.html
The PCPD will publish a pamphlet titled “Protecting Online Privacy - Use Social Networking Sites Smartly” soon.
For more recommendations and tips on personal data privacy protection, please visit the PCPD's website:
http://www.pcpd.org.hk/english/publications/infor_booklet.html

REEREZEHSEE DPOC News
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People are increasingly concerned about the protection of their personal data privacy. If you often handle personal data of

your customers or staff during the course of your daily work, you should join our Data Protection Officers’ Club (DPOC) which
will enable you to receive the latest information on the protection of personal data privacy.

THEBEFEHRTRERERSE  FARAEHE
http://www.pcpd.org.hk/chinese/files/activities/dpocf_form.pdf
For details of the DPOC’s activities and to download the membership application form,

please visit PCPD’s website:

http://www.pcpd.org.hk/english/files/activities/dpocf_form.pdf
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BHRRFEF Statistics on Complaints & Enquiries

NEBENEHNI%ER(20105E1281 BE2011FE6H30H)
Enquiries and Complaints received by the PCPD (1 December 2010 - 30 June 2011)

BB Number of Enquiry Cases : 10,334

HREHHHEEERI By Sector of Enquirers :
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